
Privacy Policy 
We are commiƩed to complying with provisions of all applicable laws, including the 
InformaƟon Technology Act, 2000 and Digital Personal Data ProtecƟon Act, 2023 with respect 
to collecƟon, processing, use and storage of informaƟon and data. 

This privacy policy will explain how our organisaƟon, Pinnacle Finserv Advisors Pvt. Ltd. 
(referred to here as “MyGSTcafe”), uses the personal data we collect from you when you use 
our services. Please note that MyGSTcafe provides several products and services, each with 
their own personal data processing needs, some of which are more extensive than others. The 
personal data we collect from you is limited to the specific products and services you have 
signed up for, and therefore, some clauses in this privacy policy may not be applicable to you. 

1. What data do we collect? 

It is important to note that this privacy policy covers the processing of personal data only, and 
not business data. Personal data refers to informaƟon that is related to an idenƟfiable 
individual. This may include informaƟon such as name, address, contact details, and other 
idenƟfying informaƟon. Personal data is typically used to idenƟfy, contact, or locate an 
individual, or to provide personalized services to that individual. Business data, on the other 
hand, refers to informaƟon that is related to a business or organizaƟon. This may include 
informaƟon such as financial data, sales data, customer data, inventory data, and other 
informaƟon related to the operaƟons of the business. Business data is typically used to 
understand the performance of the business, make informed decisions, and improve 
operaƟons. 

The main difference between personal data and business data is that personal data is related to 
individuals, while business data is related to the operaƟons of a business. Personal data is 
typically subject to more stringent privacy regulaƟons, as it is oŌen sensiƟve and can be used 
for malicious purposes if mishandled. Business data, while also important, is typically less 
sensiƟve and may be subject to different regulaƟons and standards. 

To provide our services, MyGSTcafe Network collects the following personal data: 

InformaƟon you provide: 
 Personal informaƟon (name, email address, physical address, phone number) 
 Unique idenƟficaƟon number, which includes a permanent account number (PAN), 

Goods and Services Tax IdenƟficaƟon Number (VAT), or Taxpayer IdenƟficaƟon Number 
(TIN). Note that unique idenƟficaƟon numbers related to business enƟƟes are not 
personal data. 



 SensiƟve personal informaƟon (your password, financial informaƟon that includes 
account details, credenƟals and transacƟon data) 

Your usage: 
 InformaƟon on how you use our products and services, such as pages visited and 

average Ɵme spent on MyGSTcafe’s plaƞorm. 
 InformaƟon from and about the computers, phones, or other devices you use to access 

our products and services, and we combine this informaƟon across different devices you 
use. This informaƟon includes device aƩributes (such as the operaƟng system, hardware 
and soŌware versions, and browser type), device idenƟfiers (such as unique idenƟfiers 
and device IDs), network and connecƟons (such as your mobile phone number and IP 
address) and cookie data (such as informaƟon on your preferences and cookie ID). 

TransacƟon informaƟon: 
 To provide our products and services, MyGSTcafe accesses and collects informaƟon on 

the status of the fulfilment of transacƟons 
InformaƟon from partners: 

 Trading partners, banks and other financial insƟtuƟons can send us your informaƟon, 
allowing MyGSTcafe to provide our products and services to you. 

 

2. How do we collect your data? 

You directly provide MyGSTcafe with most of the data we collect. We collect data and process 
data when you: 

 Register online or sign up for any of our products or services 

 Voluntarily complete a customer survey or provide feedback by contacƟng us via email 
or phone. 

 Use or view our plaƞorm via your browser’s cookies or web beacons. 

MyGSTcafe may also receive your data indirectly from the following sources: 
 Our trading partners with whom MyGSTcafe is doing business 
 Third-party service providers that help us analyse certain online acƟviƟes, such as 

measuring the performance of MyGSTcafe’s online campaigns or visitor acƟvity. 

3. How will we use your data? 

MyGSTcafe will not sell or rent your data to any other party, for any reason, at any Ɵme. 
MyGSTcafe collects your data so that we can: 



 Provide you with our products or services and manage your account. 

 Share markeƟng communicaƟons and newsleƩers, contact you with special offers on 
other products and services we think you might like and let you know about our policies 
and terms. We also use your informaƟon to respond to you when you contact us. 

 Analyse your usage of MyGSTcafe’s products and services 

 Deliver any administraƟve noƟces, alerts and communicaƟons to you that are relevant to 
your use of our products or services 

 Fulfil your requests for certain products and services. 

 Enforce MyGSTcafe’s terms of use. 

 Use the informaƟon we have to develop, test and improve our products and services, 
including by conducƟng surveys and research and tesƟng and troubleshooƟng new 
products and services. 

Your informaƟon is shared with others in the following ways: 
 We also work with third-party contractors providing MyGSTcafe services to operate our 

products and services. We share your personal informaƟon with these third-party 
contractors to operate our products and services and require them to be bound by the 
same privacy restricƟons described in this privacy policy. 

 We may use third-party service providers to provide adverƟsing, measurement, 
markeƟng and analyƟcs services to MyGSTcafe, and these providers may use cookies to 
provide those services to us. We do not share any personal informaƟon about our 
customers with these third-party service providers, and these service providers do not 
collect any personal informaƟon on MyGSTcafe’s behalf. 

InformaƟon sharing required by law: 
 MyGSTcafe reserves the right to disclose your personal informaƟon when: it is necessary 

and appropriate to enforce our rights against you or in connecƟon with a breach of this 
privacy policy or with MyGSTcafe’s terms of use; to prevent prohibited or illegal 
acƟviƟes; or when required by any applicable law, rule, regulaƟon, subpoena, or any 
other legal process or request. MyGSTcafe retains sole discreƟon in determining whether 
such disclosure is necessary or appropriate. 

 
 
Transfer of ownership: 



 If the ownership or control of all or parts of our products and services or their assets 
changes, we may transfer your informaƟon to the new owner. 

 In case of a sale, acquisiƟon, merger, re-organisaƟon or other transfer involving 
MyGSTcafe, your informaƟon may be transferred to a third party upon your 
authorisaƟon which will not be unreasonably withheld. This is to ensure the 
conƟnuaƟon of the processing of transacƟons. 

 Should such a transfer occur, MyGSTcafe will use its best efforts to require that the new 
combined enƟty will follow this privacy policy with respect to your personal informaƟon, 
as and to the extent required by applicable law, and to require that you receive prior 
noƟce if your data could be used in a manner that is contrary to this privacy policy. 

4. How do we store your data? 

MyGSTcafe stores your data in a secure third-party facility. Our databases are protected from 
general employee access, both physically and logically.  

MyGSTcafe uses a combinaƟon of firewall barriers, encrypƟon techniques and authenƟcaƟon 
procedures, among others, to maintain your online session’s security and protect accounts and 
systems from unauthorised access. When you register for our products and services, MyGSTcafe 
requires you to set a password for your privacy and security. To access your account, we also 
generate a pseudonymous username to protect your privacy. 

From the Ɵme you submit your login informaƟon, including your username and password, the 
communicaƟon between your device and MyGSTcafe is encrypted using secure socket layer 
(SSL) technology. SSL enables you and our systems to communicate in a way that is designed to 
prevent eavesdropping, tampering and message forgery. In addiƟon, SSL encrypƟon protects 
data transmissions between your browser and MyGSTcafe’s servers, such as your registraƟon 
informaƟon for our products and services and your account credenƟals. 

MyGSTcafe will keep your personal informaƟon and transacƟon data unƟl it is no longer 
necessary to provide our products and services. This is a case-by-case determinaƟon that 
depends on the nature of the data, why it is collected and processed, and relevant legal or 
operaƟonal retenƟon needs. MyGSTcafe stores all transacƟon data and idenƟfiable informaƟon 
related to those transacƟons separately. Once the case-by-case determinaƟon has been made, 
or upon your request to delete your data, whichever is earlier, we will delete your data by 
permanently expunging all idenƟfiable informaƟon from MyGSTcafe’s primary producƟon 
servers, and further access to your account will not be possible. As part of MyGSTcafe’s “privacy 
by design” strategy, we will also promptly disconnect any connecƟon MyGSTcafe had 
established to your account informaƟon and delete all account credenƟals. Once this process is 



complete, anonymised data, consisƟng of aggregated data and any remaining transacƟonal or 
other data that has been stripped of any idenƟfiable informaƟon, may remain on MyGSTcafe’s 
producƟon servers indefinitely. 

Separately, in order to improve our products and services, MyGSTcafe also stores 
pseudonymised and anonymised data derived from the data we collect from you. Data 
pseudonymisaƟon is the process of replacing personal informaƟon with a pseudonym or code. 
This makes it much harder for anyone who may see the data to idenƟfy the actual person 
behind the data. PseudonymisaƟon helps to protect privacy while sƟll allowing the data to be 
used for research or analysis purposes. 

Data anonymisaƟon is the process of removing or obscuring personally idenƟfiable informaƟon 
from a dataset so that the individuals represented in the data cannot be idenƟfied. This is 
typically done by replacing or removing any direct idenƟfiers, such as names, addresses, or 
social security numbers, and aggregaƟng or generalizing the remaining data so that it cannot be 
linked back to any specific individual. The purpose of data anonymisaƟon is to protect the 
privacy and confidenƟality of individuals while sƟll allowing the data to be used for research, 
analysis, or other purposes. Anonymised data can be used to idenƟfy trends or paƩerns in a 
populaƟon without revealing any personal informaƟon about the individuals in that populaƟon. 

Your data may also remain on a backup server or other storage media. We keep these backups 
to ensure MyGSTcafe’s conƟnued ability to provide our products and services in the event of 
malfuncƟon or damage to MyGSTcafe’s primary producƟon servers. MyGSTcafe will also keep 
audit data on its servers to comply with our legal obligaƟons. 

However, it is important to understand that these precauƟons apply only to MyGSTcafe’s 
products, services, websites and systems. While MyGSTcafe will have contractual agreements 
with third parƟes around data security, we do not exercise any control over how your 
informaƟon is stored, maintained or displayed by third parƟes or on third-party sites. 

5. MarkeƟng  

MyGSTcafe would like to send you informaƟon about our products and services that we think 
you might like. 

If you have agreed to receive markeƟng, you may always opt-out at a later date. 

You have the right at any Ɵme to stop MyGSTcafe from contacƟng you for markeƟng purposes. If 
you no longer wish to be contacted for markeƟng purposes, please email at 
sales@mygstcafe.com 

6. What are your data protecƟon rights? 



MyGSTcafe would like to make sure you are fully aware of all of your data protecƟon rights. 
Every user is enƟtled to the following: 

The right to access – You have the right to request MyGSTcafe for copies of your personal data. 
We may charge you a small fee for this request 

The right to recƟficaƟon – You have the right to request that MyGSTcafe correct any 
informaƟon you believe is inaccurate. You also have the right to request MyGSTcafe to complete 
the informaƟon you believe is incomplete. MyGSTcafe shall not be responsible for the 
authenƟcity of the personal informaƟon or sensiƟve personal data or informaƟon supplied by 
you. 

The right to not provide informaƟon – You have the opƟon not to provide data or informaƟon 
that MyGSTcafe seeks to collect. In such a situaƟon, MyGSTcafe shall have the opƟon not to 
provide products or services for which we sought to collect your informaƟon. 

The right to withdraw consent for processing – You have the right to request that MyGSTcafe 
restrict the processing of your personal data by withdrawing your consent given earlier to us, 
with certain condiƟons. You must send such a withdrawal of consent to MyGSTcafe in wriƟng. In 
case of your withdrawal of consent, MyGSTcafe shall have the opƟon not to provide products or 
services for which your consent was sought. 

The right to data portability – You have the right to request that MyGSTcafe transfer the data 
that we have collected to another organisaƟon or directly to you under certain condiƟons. 

The right to erasure – You have the right to request that MyGSTcafe erase your personal data 
under certain condiƟons. 

If you make a request, we have one month to respond to you. If you would like to exercise any 
of these rights, please contact us at our email: arjit.gupta@pinnaclefsa.co.in 

 

7. Adherence to GSP-GSTN Agreement 
In addiƟon to the commitments made under this Privacy Policy, MyGSTcafe affirms its 
obligaƟons under the Goods and Services Tax Suvidha Provider (GSP) agreement 
executed with the Goods and Services Tax Network (GSTN). As a GSP duly appointed by 
GSTN, MyGSTcafe is bound by the terms of the said agreement, including but not limited 
to compliance with all direcƟves, guidelines, and standards prescribed by GSTN from 
Ɵme to Ɵme in relaƟon to data privacy, data security, and restricted access or usage of 
taxpayer data. Accordingly, MyGSTcafe shall not store, access, process, or share taxpayer 
data except as explicitly permiƩed under applicable laws and the GSP-GSTN agreement, 



and only with the taxpayer’s consent where required. All data accessed or processed in 
the capacity of a GSP shall be handled strictly in accordance with the privacy and 
confidenƟality requirements laid down by GSTN and shall be used solely for the 
intended and authorized purpose. 
 

8. Cookies 

Cookies are text files placed on your computer to collect standard Internet log informaƟon and 
visitor behaviour informaƟon. When you visit our websites, we may collect informaƟon from 
you automaƟcally through cookies or similar technology. Our cookies are encrypted so that only 
MyGSTcafe can interpret the informaƟon stored in them. 

Our websites do not allow cookies of third parƟes. 

9. How do we use cookies and web beacons? 

MyGSTcafe uses cookies and web beacons in a range of ways to improve your experience on our 
websites, including: 

 Keeping you signed in. 

 Understanding how you use our website. 

 Track and store preferenƟal informaƟon about you. 

 To personalise the content shown to you through our website, for example, by limiƟng 
the number of Ɵmes you see certain informaƟon or to help determine the informaƟon 
or preference seƫngs that help us serve you beƩer. 

10. What types of cookies do we use? 

There are a number of different types of cookies; however, our website uses: 

 FuncƟonality – MyGSTcafe uses these cookies so that we recognize you on our website 
and remember your previously selected preferences. These could include what language 
you prefer and the locaƟon you are in. Only first-party cookies are used. 

11. How to manage cookies 

You can set your browser not to accept cookies. However, in a few cases, some of our website 
features may not funcƟon as a result. 

12. Privacy policies of other websites 



MyGSTcafe’s websites and plaƞorms contain links to other websites. Our privacy policy applies 
only to our websites, products and services, so if you click on a link to another website, you 
should read their privacy policy. 

13. Name and contact details of grievance officer 
Arjit Gupta 
Regal Building, Mall Road, Kanpur 
Phone: +91-81140418344 
Email: arjit.gupta@pinnaclefsa.co.in 

14. Changes to our privacy policy 

MyGSTcafe keeps its privacy policy under regular review and places any updates on this 
webpage. This privacy policy was last updated on 5th January 2025. 

15. How to contact us 

If you have any quesƟons about MyGSTcafe’s privacy policy or the data we hold on you, or you 
would like to exercise one of your data protecƟon rights, please do not hesitate to contact us. 
Email us at: arjit.gupta@pinnaclefsa.co.in 

 


